Divisions of General Practice

Information Management Maturity Framework
(IMMF)



The purpose of “Guidelines and technology solutions for a Division shared file structure and records
management system” is to assist Divisions address the action tasks below.

Action Tasks Capacity Gap IMMF Element

Implement a single system for records management Reactive to Defined Information Lifecycle
where documents/files/emails are reviewed and
circulated to all appropriate staff within seven days.

This task should have been identified from the Information Management Maturity Framework (IMMF) gap
analysis and toolkit specification.

This tool focuses on the implementation of a file structure and records management system that will enable
all information to be classified and accessed quickly and efficiently. This tool will also assist with meeting
accreditation requirements.

Divisions should have a detailed understanding of the IMMF Information Lifecycle (ILC) before using this tool.
Specifically, they should have achieved the outcomes specified in the related tools below:

Training pack for the information lifecycle.

AS ISO 15489 Records Management.

Inventory of ‘off the shelf’ IM technology aligned to stages of the ILC.
Checklists for incorporating the ILC in the Division’s programs and services.
Guidelines for collection and distribution of information on email.

Inventory of IM technology requirements for each stage of the ILC.

A uniform approach to information management (IM) requires Divisions to adopt a single file structure and
records management system across all programs and services. This will enable Divisions to reduce the
costs of collecting and storing information, gain efficiencies through using the same information many times
(one source of truth) and will help meet accreditation requirements.

It is imperative that Divisions achieve operational effectiveness and efficiency to maximise the value of
information and minimise the costs associated with its management. That means sharing information in a
manner which facilitates business operations while minimising legal, financial and operational risks of
mismanagement.

In order to use this tool, all senior staff should be familiar with the ILC and the related pre-requisite tools listed
above. They should also have experience in the first stage of the ILC “Information Planning” and the three-
tiered stakeholder analysis linking Planning to Dissemination of information.

A list of Divisions consulted and references used for the development of this tool is attached at the end of the
document.
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This tool consists of four Parts:

Part 1 — Records, ILC management and relevant support areas.
Part 2 — Document management, master data sharing or indexing system.
Part 3 — What will your shared file (record) system look like and how will it work?

Part 4 — Records management guidelines checklist.

Part 1 — Records, ILC management and relevant suppo rt areas

This section provides a brief review of the ILC, relevant support areas and a list of relevant tools and their key
outcomes that will assist Chief Executive Officers (CEOs) with a single consolidated view of the ILC.

Part 2 — Document management, master data sharing o r indexing system

CEOs and senior staff should review this section to determine the Division’s requirements for file naming, file
storage and a master indexing system that will help staff locate all information quickly and efficiently and in a
way that facilitates business outcomes while meeting governance requirements.

CEOs should discuss their staff and training requirements with Divisions that have demonstrated expertise in
this area including the Divisions referred to in this tool.

Part 3 - What will your shared file (record) system look like and how will it work?

The various forms of information including tacit, paper-based and electronic are described. The importance
of establishing relationships between records managed in different systems, including some document
management systems is also discussed.

CEOs should review this section to determine the Division’s technology requirements in relation to its records
management system.

Part 4 — Records management guidelines checklist

This section provides Divisions with a check list to facilitate implementation of a records management
system.

Summary of Outcomes and Resources
Workstreams Outcomes Resources

Group workshops will be
held to provide training for
new skills and knowledge
for Division staff.

All Division staff are aware of, and are
trained to use a single system for records
management.

A file naming and file storage system is

implemented across the Division. Mentoring by CEOS of

Divisions that have

New master indexing and information demonstrated a “defined”
sharing procedures are implemented in or “managed” capacity for
the Division. records management.

Terminology used is consistent across
different technologies, including paper-
based records.
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All staff are aware of the Division’s ]
uniform approach to a single records Mentoring by CEOs of

management system. Divisions that have
o demonstrated a “defined”
Staff awareness training is implemented or “managed” capacity for

to achieve defined performance criteria records management.

Implementation plan for new policy and
procedures is developed.

Software, hardware and communications
infrastructure is installed to support a On site visits by specialists.
single system for records management.
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Records and information lifecycle management includes deciding what information is stored, how it is
accessed and how it is protected. Moreover, these demands are becoming increasingly complex requiring
greater file / record management capability. In a broad sense, records are an organisation’s memory and just
as a human cannot operate intelligently without stored information, neither can an organisation. To help the
Division work as smart as possible, records management needs to be smart.

Divisions should view records management in terms of maximising the value of information across its
lifecycle. Information is a key resource and a defining factor in achieving business success. The dichotomy
Divisions face is that success requires information-richness. However, the more information an organisation
has, the more difficult it can be to find.

As described in the tool, “Training pack for information lifecycle (ILC)”, a key concept of the ILC is the
planning for reuse of information:

what is the immediate requirement for the information;
what report or analysis can be anticipated by other users in the Division; and
how might the information be needed or used in the future?

The diagram below is copied from “Training pack for the information lifecycle” and lists each of the six steps
in the ILC. Key outcomes of other tools that relate to ILC and records management are detailed below the
diagram.

5
6
Disposal

“Training pack for the information lifecycle” — A formal ILC with defined stages for use throughout the
Division including defined IM roles and responsibilities.

“AS 1SO 15489 Records Management” — Provides Divisions with an overview of records management
doctrine, outlines steps for developing records management policies and describes the components of a
records management system as defined by the AS ISO 15489 Records Management standard.

“Inventory of ‘off the shelf’ IM technology aligned to stages of the ILC" — Provides CEOs with a list of
common off the shelf technologies, a brief commentary on the scope and value of each system or
software and its potential use. The appropriate use of ‘off the shelf’ IM technology can achieve
efficiencies through reducing duplication and lowering costs. A series of case studies is also presented
which both reflects the ILC and the application of “off the shelf” technology to meet a specific Divisional
requirement.

“Checklists for incorporating the ILC in the Division’s programs and services” — Focuses on the practical
implementation of the ILC through standardising the way information is managed within Divisions.
Examples of how the checklist can be used by Divisions are presented to provide guidance for a practical
implementation.
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“Guidelines for collection and distribution of information through email” — Provides advice for CEOs to
achieve a consistent approach to the use of emails for timely collection and distribution of information that
is consistent with the Division’s record management processes. This will reduce errors and omissions
that may compromise effective usage, efficiency, legislative requirements (e.g. privacy) or corporate
standards.

“Inventory of IM technology requirements for each stage of the ILC” — Provides a comprehensive
inventory of technology requirements aligned to each stage of the ILC. It will enable a Division to identify
requirement gaps within their current environment and IM capability.

Other areas relevant to ILC and records management include risk management and business continuity.
A Division’s IM risk framework should provide a comprehensive approach to identifying, prioritising and
managing IM risks that have the potential to impede or stop the Division achieving its business or service
outcomes or National Performance Indicator (NPI) requirements.

As described in “IM guidelines for risk analysis”, high turnover of staff, staff not documenting their knowledge
and incorrect member practice data are some of the key risk areas identified by Divisions. Incorrect patient
data is a major risk where Divisions deal with patient records. In addition, document security is vital,
particularly in relation to health records, and this requirement should be addressed through the Division’s risk
management procedures.

To support the ILC and records management, Divisions also need to have a business continuity plan,
including a disaster recovery strategy (in 2003, bushfires in the ACT resulted in the destruction of hard copy
immunisation records and notifiable disease records).

For more information on business continuity and risk management, Division staff should be familiar with the
outcomes of the following tools:

“Guidelines for IM risk management”
“IM guidelines for IM risk analysis”
“Business continuity template”
“Business continuity checklist”
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A document is not considered a record until it has gone through a formal review process. Divisions should
have a records management system for dealing with records from creation to destruction, that is considered
‘best practice’ and addresses regulatory requirements. For example, health records should be in a format
that cannot be altered without appropriate authorisation.

Three key considerations in relation to records management include:
What to name the file?
Where to store the file?
How many levels should the file structure have?

Below, is a suggested approach to naming and storing files. It is just one approach that can be taken.
Divisions may find more suitable methods or may modify the approach below to better suit their requirements.
CEOs should be mindful that accuracy and efficiencies will be maximized when file naming and storage is
consistent within and across Divisions.

Naming of files and folders

A file name is the principal identifier of a record. Divisions should have a standardised file naming convention
that will enable files to be easily identified and accessed efficiently. File names should include:

File name (develop a table based on business functions).

Version control.

Date last saved.

Uniqueness (names/abbreviations should be different and easily understood).

Table 1 below is the file naming convention and file types used by Northern Territory (NT) General Practice
Network.

Table 1. NT General Practice Network file naming convention

Purpose Naming Element e.g. Naming Convention

Date Year, Month, Date 20080215

Seperation of elements Underscore

Type of document being stored. File type eg Agenda Agd (refer table Table 3 below )

Plain English Description readily | Description Program Meeting

identifiable by the non-author

Version control Version identification, draft or final 01, 02 — Drafts
11, 12 — Finals, including minor modifications
??consider PDF of closed final??

Complete Syntax File Name 20080215 agd_Program Meeting 01

Records should be grouped together in folders and files and should have titles that reflect their contents so
that they can be easily found. A Division should have a formal procedure for creating or deleting folders.

Records are grouped together for the following reasons:

« to keep documents of a similar theme together.

« to make it easier to find information.

« to identify the ownership or management responsibility for a group of records.
* to better manage records through their lifecycle.

There are numerous ways to set up a file structure. A file structure based on the functions of an organisation
is a popular method of file structure as it groups information together that aligns with organisational function
structures. In addition, this type of file structure is relatively “future proof” as it is not based on positions or
personnel which can change relatively frequently.
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One approach is to have a hierachical folder struct

Level 1 — Primary work function areas — eg corporate services.

Level 2 — Business areas — eg human resources.
Level 3 — Specific work area — eg procedures.
Level 4 — Similar documents — eg “Year”.

ure such as:

Table 2 and 3 below are two examples of file structures used by Divisions.

Table 2: North West Melbourne Division of General Practice Filing System

Filing System Index Examples of subfolders Examples of next level subfolders
Corporate Affairs Legal (Legal)
Meetings - ASIC,

Policy and procedure

- Legal matters,
- board of directors

Personnel Taxation (Taxation)

Workcover - Group tax

Superannuation - Employment declaration forms
Finance Reports, (Reports)

Bank accounts - Monthly Reports

Insurance - project reports

Budget

Administration

Computers and programs
Office equipment

(Computers and programs)
- Printers,
- _computer software

Division Support Agencies

Division support

(practice support)

Practice support - ADGP
Evaluation Resources (Resources)
Quality assurance - Purpose of evaluation
Surveys - workforce statistics
Programs Clinical enhancement, (Clinical enhancement)

Promotion and liaison,
Community action forum

- meetings, reports
- working files

Educational activities

General education,
Promotion and liaison

(General education)
- Education survey,
- _events management

Other organisations

Other organisations,
Health Providers

(Other organizations)
- Other Divisions of General Practice
- Australian Bureau of Statistics

Specific projects

After hours aged care,
National prescribing service

(After hours aged care)
- project management
- reports.

Toolkit — Guidelines and technology solutions for a Division shared file structure and records management system




"# o #$%

—~
—

TR R R R R

[eNeoNe]

#
$

%

4% )

P BH L PP O BB

4 )
4 % )
4% Y%

Toolkit — Guidelines and technology solutions for a Division shared file structure and records management system




Master indexing

The key ingredient to robust shared file management is to have a master indexing system that allows staff to
locate all information by type. In situations where data is not recorded, for example with sensitive data
(regarding alerts etc.), the file management system is a method to identify the staff member expert in that
area as / if necessary. This indexing system should allow both record browsing and searching to help staff

locate information they require. The form of this storage depends on Divisional requirements and resources.

The indexing system could be a read only MS Word document, a structured database, an intranet site that is
primarily driven by hyperlinks or another format which best matches the Division’s requirements. Following
are two examples of how this could look:

MS Word
Divisional Information Index
&
Information Group Source Resource Owner Phone Email
Ext
General practice oIs DIS Administrator (currenthy will Q40 wpi@dgp.org. au

s«  Contact details Parker)

« Customer category

e Staff details

s  Program history

s Divisional

interaction
? g—ivei;\;'rzoa?ment (Relationship
relationship Mg et for_
specific practices
manager can be found in
DIS)
Education Programs DIs DIS Administrator Q40 da@dgp.org.au
e History of b h
programs 3 %

+  Attendances # “

»  Future Programs Program Register | Education Program Manager 918 prid dgp. org.au
Mational Performance Canning Chronic Disease Program Manager | 920 br@d dgp.org.au
Indicators Aggregate
Suppliers Supplier register | Office Manager 927 oa@dgp.org.au

Intranet Site

¥ General practice
Contact details
Customer category
Staff details Source oIS
Prograrm history
Divisional interaction Resatince
IT environment
Divisional relationship manager Phone Ext 240
Mational Performance Indicators
Education Programs :

3 Ernail wp@dgp.org.au
Financial Records
Mational Performance Indicators
Suppliers

Contact Details

DIS Administrator {currently Will Parker)
Owner

¥FYYYY
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Information is fluid and it is possible that the primary form of storage will change over its lifecycle. Also, the
Division is not the only source of information. Sometimes it will receive information in a format that is not
suitable, for example the details of a letter in hard copy may need to be scanned and stored electronically so
it can be shared easily.

There are a number of approaches that can be taken to achieve effectiveness and efficiency in records
management. Divisions need to decide:

What information will be tacit and what will be written down?

Will written information be stored in electronic or paper-based files?

What relationships will exist between different information stores?

How both tacit and recorded information are shared?

What technology (software, hardware and communications) solutions are required?

agrwONE

1. What information will be tacit and what will be written down?

Some business information will never be recorded, while other business information should always be
recorded. The recording of client and patient information, particularly intensely private information needs to
be considered in relation to legal and ethical requirements. Divisions need be clear about what will or won't
be recorded.

The size of the organisation may to some degree determine whether information should be recorded or not.
It may be more efficient in a small Division where the staff work closely together, to share some information
verbally as opposed to in writing. While this presents potential issues for long term knowledge retention, it
may improve the timeliness and richness of information being shared.

Having decided what information will be tacit and what will be written, it is then critical to ensure consistency
in records management procedures. Staff should know where to look for information, be that a filing system
or a fellow staff member.

2. Will written information be stored in electronic or paper-based files?

Some legal requirements necessitate recording of information in hard copy. For example, signed documents
may need to be stored this way. Financial records and meeting minutes may also need to be stored in hard
copy. When information is unlikely to be accessed but is stored for legal purposes, archiving the information
in written format may be the best method. Such information should be clearly marked with the date of legal
disposal. The paper-based filing system should be well documented and indexing terminology that matches
other records management systems within the Division should be used.

3. What relationships will exist between different information stores?

Ideally, all written information will be stored in one related system allowing seamless linking of one piece of
information with another. However, as discussed above, there are good reasons why information is stored in
different forms. The only link that can exist between written and tacit information is the name of the person
holding the knowledge.

The key to a robust records management system with effective file sharing is to index using common
terminology with no information in the Division’s business left unclassified. All individual systems should have
their own indexing. Following is a discussion of different recording systems and how indexing and
relationships can be built within and between them.

Please note: NO software product is endorsed by th s toolkit.

Email

Email records can be important in legal cases. Fortunately, all popular email systems have sophisticated
records management capabilities even though this is not their primary design. Itis a good management
practice to restrict the amount of information each user can store in their mailbox. Important attachments
should not be stored in mailboxes but exported to file management or Divisions Management System
(DMS).

However, mailbox items that need to be shared can be stored in public folders on the email server. If this
is done, it is important to ensure naming consistency of these folders with those used in the file
management or DMS.
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It should also be mentioned that popular email systems also record contact information in shared folders.
Divisional staff will have their own contact information stored, but it is preferable that this information is
stored in a central location and any changes to customer contact information found out by one staff
member should be shared with other relevant staff.

Customer Relationship Management (CRM) / Contact Management

As the name suggests, CRM systems are designed to store information about customers. Two
commercial examples include Maximizer and GoldMine. They are built around sharing information
including:

o all information on possible touchpoints — phone, email, IM, face to face etc. This includes the details of

contact points themselves as well as the information exchanged via those touchpoints.

0 other customer details — staff names and details, service / sales history, customer category (eg Gold
category — customer of high importance).

0 tracking against plan.

Most CRM systems are built for Sales / Marketing organisations. However, Divisions have been using
CRM-like systems for many years. The first of these was SADI (South Australian Divisions of General
Practice Inc). This system stores information by practice and by individual customer. Information stored

includes contact, education, services and visits etc. Another more recent system is Divisional Information

System (DIS). DIS was built around the file structure created in SADI but has added other components
including mental health data stored under Divisional Allied Health programs.

Clinical data

There are various tools being used to extract clinical data from general practices to satisfy the Department

of Health and Ageing requirements (e.g. National Performance Indicators). They include the Canning
Extraction Tool and Pen Computers PCS Clinical Audit Tool. Collecting and using clinical information is

becoming more and more central to Divisional business. These tools represent the first wave of packages

designed to assist with patient management through a population health approach. While storage of
clinical data can be extremely complex, the same information management principles apply. Consistent
terminology (e.g. consistent practice naming) and indexing are both important. Also, the data will require

unique identifiers for integrity and relationships between clinical tables (e.g. test results need to have their

matching patient ID).
Tacit knowledge

All staff keep information about their customers in their heads. It is possible that some of this information
should be recorded, but some of it should not. For the information that should not be recorded, two
questions need to be answered:

o How is this information shared?
o0 How is this information related to recorded information?

It is vital that tacit information with business value is shared amongst staff. To that end, regularly
scheduled face-to-face meetings are important to ensure everyone is kept up to date. It is far better to
formalise this process than rely on ad-hoc discussions.

The central file storage needs to be designed to encourage all users to move business documents off
local hard drives and onto a centrally available, shared, managed and backed up storage device. This
allows users to easily share files, allows users to be mobile and lessens the impact of a desktop system
failure.

4. What technology (software, hardware and communic  ations) solutions are required?

Electronic documents (e.g. MS Word)

It is common for documents to be stored in a shared network drive in a structured folder system.
However, it is also common for important files to be stored on individual's hard drives and therefore off-
limits to other staff.

Toolkit — Guidelines and technology solutions for a Division shared file structure and records management system
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A shared network drive can work well especially for smaller Divisions observing the following requirements:

a system ‘owner’ is appointed for overall administration;

a consistent folder naming convention is used that is compatible with naming conventions in other
records management systems used by the Division;

read / write access is strictly controlled; and

there are strictly observed guidelines preventing storage of files on individual computers when those
files should be shared.

An alternative is to use a Document Management System (DMS) or Content Management Solutions
(CMS).

These systems offer a number of advantages:

- graphical user interfaces that simplify provision of access;
storage of metadata to help inform users of document contents (e.g. keywords:
version control; and
indexing of document contents that speeds up searching of information.

There are many brands of DMS / CMS including Documentum, eDOCS and Docushare. DMS can be an
additional expense. However, there are some open source products on the market such as KnowledgeTree.
They do offer some enhancements over native Server Operating System file structures and for a larger
Division with thousands of documents, a DMS / CMS can prove a worthwhile investment.

Even excluding tacit information, no software exists that covers all the information stored in systems. There
are tools that encompass many of the information specifications, most notably Microsoft's SharePoint, that
includes contact management, document management, and to a lesser degree, has customer relationship
and clinical data capabilities. In addition, it can be set up with a portal that directs traffic to relevant sections.

However, it does not encompass all the features typically required for Division business. Anecdotal evidence
suggests the following:

SharePoint’s ability to serve as a single point of contact is appealing.
SharePoint provides a means for document revision.

There may be additional costs to purchase the version of SharePoint that offers tools for lifecycle
management.

SharePoint uses a database for storage, rather than a repository, which may result in costly backup
strategies.

SharePoint is more attractive to organisations that use MS Windows.
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Alfresco is a free software / open source, open standards, content management system that includes
document management, records management and collaboration modules. The advantage of open source
programs such as Alfresco is, in general, lower costs of ownership; usually ‘base’ versions are free.

However, users need to consider costs associated with customising the software to suit their organisation’s
needs, possibly higher support costs and possibly higher training costs™.

The repository in Alfresco is the same as a shared drive - refer below (further information refer
http://www.alfresco.com).

1 Marcia Jedd, The Open Source Option
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Below is a records management guidelines checklist to assist Divisions with their records management

procedures. The list is not exhaustive and can be expanded to suit a Division’s requirements.

The basic implementation migration plan provides some high level guidance, if it is decided that an alternative
records management system is desirable.

Records management guidelines checklist

Description

List all shared
systems

List information types
and software solution

types

List information types
that aren’t being
captured but should
be

Systems include

0 Shared File Folders (containing MS Word, MS Excel etc)

Shared Email Folders

0
o CRM/Contact Management systems (eg DIS, SADI)
0

Clinical Data Systems (eg Canning National Performance

Indicators)

0 Other databases / spreadsheets (eg CPD Register)

o0 Paper-based records

0 Significant information types stored tacitly

Does a master index exist?

Practice / practice staff profile
information (inc. IT)

Clinical data
Program Information

CPD inc. nights organised by
other agencies

.. etc

Practice / practice staff profiles

Clinical data

DIS

Canning
DIS
DIS

CPD inc. nights organised by other agencies

...etc

List information being
poorly captured

List by type
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Nominate Records
Manager

This will be the person responsible for managing implementation and
long term maintenance

Create master index

Put in place common terminology set

Describe migration
processes

Who
What
Where
When

Implementation migration plan

Technology Install new software
Modify existing software
Populate software with any new indexing categories
Implement new security
Culture Reinforce cultural significance of records management by appointing

system administrators for all systems
Familiarise staff with information lifecycle management
Explain Master Index approach

Have a formal launch

Skills and knowledge

Ensure all system administrators have in depth understanding of their
technology

Train staff in new technology

Train staff in new processes

Processes

Implement new processes from the launch date including interactions
between staff as well as between staff and software

Conduct process review after 1 week, 1 month, 3 months and 12
months

Several Divisions kindly provided information for inclusion in this tool including,

General Practice Network NT (www.gpnnt.org.au)

North West Melbourne Division of General Practice (www.nwmdgp.org.au)

Brisbane South Division of General Practice (www.bsdgp.com.au)
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Standards Australia AS ISO 15489 Records management December 2004
Available at: www.saiglobal.com 2002. Last visited July 2008.

Records Management. Available at: www.naa.gov.au/records-management/index.aspx
Last viewed: August 2008

James Thumma, What's in it for me? SharePoint and the Changing Face of ECM;
Available at:http://www.aiim.org/tempfiles/34819.pdf. Last visited August 2008)

(AlIM, Assaciation for Information and Image Management, was founded in 1943 and is a non-profit
organization focused on helping users to understand the challenges associated with managing documents,
content, records, and business processes. In addition to the document above, there are some excellent case
studies and additional reading available on their website www.aiim.org).

Marcia Jedd, The Open Source Option. Available at; http://www.aiim.org/Edoc/ArticleView.aspx?ID=32740
Last accessed August 2008).
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